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Corporate Data Security

State Requirements

New State Regulations Signal Significant Expansion

Of Corporate Data Security Obligations

By Tuomas J. SMEDINGHOFF
AND Laura E. Hamapy

weeping new security regulations issued by the
s Commonwealth of Massachusetts are the latest
evidence of the accelerating development of two
key legal trends. The first is the expanding scope of the
duty imposed on companies to provide reasonable secu-
rity for their data. The second is the growing reliance
on requirements for the use of encryption in certain
cases.
On Sept. 22, 2008, the Massachusetts Office of Con-
sumer Affairs and Business Regulation released its
“Standards for Protection of Personal Information of
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Residents of the Commonwealth”! as required by the
2007 Massachusetts security breach and data destruc-
tion law.2 They are effective Jan. 1, 2009, and apply to
“all persons that own, license, store or maintain per-
sonal information about a resident”’® of Massachusetts.
As such, they are likely to have a broad and significant
nationwide impact similar to that of California’s pio-
neering breach notification law, S.B. 1386 enacted in
2003, and may inspire other states to adopt similar leg-
islation using the regulations as a template.

The Regulations, together with the security breach
and data destruction provisions of Massachusetts law,
constitute one of the most comprehensive sets of gen-
eral security regulation yet seen at the state level. At the
same time, however, these Regulations are clearly mod-
eled after aspects of developing data security law at the
federal level, making them perhaps a logical next step
in the continuing expansion of corporate security obli-
gations.

Like the law in at least nine other states—Arkansas,
California, Connecticut, Maryland, Nevada, Rhode Is-

1201 CMR 17.00 et. seq.
2 Mass. Gen. Laws. Ch. 93H, § 2(a)
3201 CMR 17.01(b).
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land, Oregon, Texas, and Utah—the Massachusetts
Regulations are intended to protect the ‘“security and
confidentiality” of personal information about resi-
dents. But unlike those other state laws, which merely
obligate companies to provide “reasonable security” to
achieve that goal, these Regulations require companies
to:
® Implement a risk-based, process-oriented, ‘“‘com-
prehensive, written information security program” in
accordance with a detailed list of requirements;
and
m Encrypt all personal information stored on laptops
or other portable devices, all records and files
transmitted over public networks “to the extent
technically feasible,”” and all data transmitted wire-
lessly.

A. Duty to Implement Comprehensive Written

Information Security Program

The heart of the Regulations is the requirement that
businesses ‘“‘develop, implement, maintain and monitor
a comprehensive, written information security pro-
gram” designed to ensure the security and confidential-
ity of any records containing personal information.
Such comprehensive information security program
must be reasonably consistent with industry standards,
and must include appropriate administrative, technical,
and physical safeguards for such records.

While new at the state level, the basic requirements
for a comprehensive security program set out in the
Regulations are largely a restatement of the legal defi-
nition of “reasonable security’”’ that has evolved over
the past several years. Similar requirements are embod-
ied in a series of existing federal financial and health
care industry regulations and FTC enforcement actions.
Massachusetts has now extended that approach to all
businesses that maintain personal information of Mas-
sachusetts residents.

As such, the Regulations are the next logical step in a
trend that began in 2004 when states began enacting
legislation imposing a general obligation on all compa-
nies to “implement and maintain reasonable security
procedures and practices” to protect personal informa-
tion about residents from unauthorized access, destruc-
tion, use, modification, or disclosure. By adopting the
Regulations, Massachusetts has, in effect, become the
first state to formalize the definition of “reasonable se-
curity” under those laws.

1. History

The obligation to develop and implement a compre-
hensive written information security program first ap-
peared several years ago in sector-specific legislation
and regulations at the federal level. It is required by the
Gramm-Leach-Bliley Act financial industry security
regulations titled Guidelines Establishing Standards for
Safeguarding Consumer Information issued by the Fed-
eral Reserve, the Office of the Comptroller of the Cur-
rency, the Federal Deposit Insurance Corporation, and
the Office of Thrift Supervision, Feb. 1, 2001,* and later
adopted by the FTC in its Safeguards Rule May 23,

466 Fed. Reg. 8616, Feb. 1, 2001; 12 C.F.R. Part 30, Appen-
dix B, § ILA (OCC), 12 C.F.R. Part 208, Appendix D-2, § IL.LA
(Federal Reserve System), 12 C.F.R. Part 364, Appendix B,
Section II.A (FDIC), 12 C.F.R. Part 570, § II.A (Office of Thrift
Supervision).

2002.° It is also required by the Federal Information Se-
curity Management Act of 2002 (“FISMA”), which ap-
plies to government agencies,® and somewhat indirectly
by the Health Insurance Portability and Accountability
Act ("HIPAA”) Security Standards issued by the De-
partment of Health and Human Services Feb. 20. 2003,”
which apply in the healthcare sector.

Before the ink was dry on this slate of federal regula-
tions, however, we began to see a shift from a sector-
specific approach to a more general one. The require-
ment for a comprehensive information security pro-
gram was quickly adopted by the Federal Trade
Commission as “best practices” that could be applied to
all businesses and all industries in an enforcement con-
text.® Thus, beginning in 2002, when the FTC began
pursuing companies in a variety of non-regulated indus-
tries based on an alleged failure to provide adequate se-
curity for their data, all of the settlements and consent
decrees in these cases required the defendants to de-
velop and implement a comprehensive information se-
curity program.

Starting in 2004, several states also began passing
laws imposing a general obligation on all companies to
implement information security. The first was Califor-
nia, which enacted legislation requiring all businesses
to “implement and maintain reasonable security proce-
dures and practices” to protect personal information
about California residents from unauthorized access,
destruction, use, modification, or disclosure.® Thereaf-
ter, several states!'® enacted similar statutes. Most of
these laws, however, did not define what constituted
“reasonable security.”

That began to change in 2007 when Oregon enacted
its security legislation. The Oregon statute expressly
stated that its requirement for ‘‘reasonable safeguards”
could be satisfied by compliance with the GLB Security
Regulations, the HIPAA Security Regulations, or imple-
mentation of an information security program specified
in the statute.!! However, the foregoing were set forth
only as a safe harbor for compliance, and the statute ap-
pears to leave open the possibility that there might be
other approaches to ‘‘reasonable security.

With its 2008 Regulations, Massachusetts became the
first state to formally require a comprehensive written
information security program and to define the manda-
tory requirements for such a program. Yet its require-
ments are similar to the approach in Oregon, and taken
together, they represent the first state law definitions of

567 Fed. Reg. 36484, May 23, 2002; 16 C.F.R. Part 314.

544 U.S.C. § 3544(b).

745 C.F.R. Part 164.

8 In March 2005 testimony before Congress, the Chairman
of the Federal Trade Commission, Deborah Platt Majoras, pro-
vided further support for this view by suggesting that the ex-
tensive scope of the security obligations imposed on the bank-
ing industry should be expanded to cover all industries. “Sen-
ate Banking Committee Members Grill ChoicePoint Executive
on Breaches,” BNA’s Privacy & Security Law Report, March
21, 2005 at p. 351 (4 PVLR 351, 3/21/05).

9 Cal. Civil Code § 1798.81.5(b) (emphasis added).

10 See, e.g., Ark. Code Ann. § 4-110-104(b); Conn. Public
Act No. 08-167; Md. Commercial Law Code Ann. § 14-3503;
Mass. Gen. Laws. Ch. 93H, § 2(a); Nev. Rev. Stat. 603A.210;
R.I. Stat. 11-49.2-2(2) and (3); Oregon Rev. Stat. § 646A.622;
Tex. Bus. & Com. Code Ann. § 48.102(a); and Utah Code Ann.
§ 13-44-20.

11 Or. Rev. Stat. § 646A.622.
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“reasonable security’”’ generally applicable to all busi-
nesses. But what is most noteworthy is the fact that the
requirements in both states essentially mirror those im-
posed by the federal regulations and the FTC consent
decrees.

2. Overview of the Obligation

The requirement for a comprehensive written infor-
mation security program in all of the foregoing laws (in-
cluding the new Massachusetts Regulations) is based
on the view that data security is a relative concept, and
thus, that providing ‘‘reasonable security’’ requires a
fact-specific, risk-based, process that reflects the com-
pany’s current business realities, and is designed to re-
spond to technological, regulatory and business-related
changes. With some notable exceptions discussed be-
low, the law generally rejects a one-size-fits-all ap-
proach to the specifics of a security program making it
impossible to comply with these laws merely by imple-
menting technologically sophisticated security ‘“solu-
tions.” 2

These laws and regulations typically mandate a com-
prehensive security program that is, at its heart, an on-
going and repetitive process of assessment and verifica-
tion; this legal requirement can be summarized by the
phrase “process plus categories”—i.e., to satisfy its le-
gal obligations to implement ‘“reasonable security” a
company must engage in a defined risk-based “pro-
cess” to identify and implement appropriate security
controls, which must include consideration of require-
ments in selected “categories” of security controls.

3. The Process

Like existing federal regulations and FTC policy, the
Massachusetts Regulations and Oregon statute require
each covered company to implement the following pro-
cess as part of the mandated comprehensive security
program:

® Assign Responsibility: Designate one or more em-

ployees to maintain the security program,;

m Identify Information Assets: Identify the corporate
information assets that need to be protected, in-
cluding records containing personal information
and computing systems and storage media (such
as laptops and portable devices) used to store such
personal information;

B Conduct Risk Assessment: Conduct a risk assess-
ment to identify and assess internal and external
risks to the security, confidentiality, and/or integ-
rity of its information assets, and evaluate the ef-
fectiveness of the current safeguards for minimiz-
ing such risks;

® Implement Security Controls: Select and implement
appropriate physical, administrative, and technical
security controls to minimize the risks identified in
its risk assessment, including security controls
within certain identified “categories’;

® Monitor Effectiveness: Regularly monitor and test
the security controls it has implemented to ensure
that the security program is operating in a manner
reasonably calculated to protect the personal infor-

12 For a more detailed examination of the legal require-
ments for “reasonable security” see Smedinghoff, “The State
of Information Security Law: A Focus on the Key Legal
Trends,” available at|http://ssrn.com/abstract= 1114246}

mation; and upgrade the security controls as nec-
essary to limit risks;

® Regularly Review Program: Review and adjust the se-
curity program at least annually, including: (i)
whenever there is a material change in business
practices that could affect personal information,
and (ii) following any incident involving a breach
of security; and

m Address Third Party Issues: Carefully select, retain
and supervise contractors and third party service
providers that have access to the company’s per-
sonal information by (i) taking reasonable steps to
verify that they are capable of maintaining safe-
guards for the personal information; (ii) contractu-
ally requiring them to maintain such safeguards
and to provide appropriate assurances, and (iii)
monitoring their compliance with those commit-
ments.

Where the Massachusetts Regulations differ some-

what from federal law is in how they address the re-
quired categories of security controls.

3. The Categories

The Massachusetts Regulations, like other laws re-
quiring a comprehensive security program, specify cer-
tain categories of physical, administrative, and techni-
cal security controls that a covered company must ad-
dress as part of the process to implement its security
program. However, they also include specific require-
ments for encryption. They may be summarized as fol-
lows:

m The Physical Security Controls must include:

v reasonable restrictions on physical access to
records; and

v storage of such records and data in locked fa-
cilities, storage areas or containers.

m The Administrative Security Controls must include:

v Limits on the amount of personal information
collected, the time such information is retained,
and the persons who are allowed to access it;

v Policies regarding employee access and trans-
port of records outside of business premises;

v Disciplinary measures for violations of the se-
curity program,;

v Procedures to prevent terminated employees
from accessing records; and

v Security education and training for employees.

m The Technical Security Controls must include the fol-
lowing elements:

v Secure user authentication protocols;

v Secure access control measures that restrict ac-
cess to those who need such information to per-
form their job duties and assign unique identi-
fications plus passwords to each person with
computer access;

v+ Encryption of all records containing personal
information that travel across the Internet, are
transmitted wirelessly, or are stored on laptops
or other portable devices;

+* Monitoring of systems for unauthorized use of
or access to personal information; and

v Up-to-date firewall protection, operating sys-
tem security patches for systems connected to
the Internet, and up-to-date software providing
malware and virus protection.

For the most part, the foregoing list specifies catego-
ries of required security controls, but generally leaves it
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up to the company to determine how such categories
will be addressed, consistent with its risk assessment.
For example, the business is free to determine how it
will satisfy requirements for security education and
training, disciplinary measures for violations of the se-
curity program, and secure authentication protocols.
However, the exacting nature of the Regulation’s secu-
rity categories raises at least two issues.

First, some have argued that the Massachusetts
Regulations include categories of controls not found in
federal regulations, thus complicating the compliance
process. For example, the requirement that companies
implement procedures to prevent terminated employ-
ees from accessing records is not expressly found in
other laws, such as the GLB regulations. In many cases,
however, such requirements are likely implied in other
laws by the general process requirement to select and
implement appropriate physical, administrative, and
technical security controls to minimize the risks identi-
fied in the risk assessment. Only if there was no risk of
unauthorized access by terminated employees would
there be no need for such procedures in the comprehen-
sive security program.

Second, and most significantly, however, is the Mas-
sachusetts requirement for encryption in certain cases.

B. Duty to Encrypt Data

In a departure from reliance solely on a risk-based
approach, the Massachusetts Regulations as well as
some other newer state laws are beginning to impose
obligations to use encryption in certain situations re-
gardless of the presence or absence of otherwise rea-
sonable security.

The trend began with laws regulating the transmis-
sion of social security numbers. Laws enacted in Ari-
zona, California, and Connecticut, for example, man-
dated encryption of Social Security numbers in the lim-
ited situation where a company required an individual
to transmit his or her Social Security number over the
Internet.'® Maryland later expanded the scope of this
provision to also prohibit companies from initiating
their own transmission of an individual’s Social Secu-
rity number over the Internet unless it was “encrypted
or the connection was secure.”'*

Then, Oct.1, 2008, a Nevada law took effect which
prohibited the electronic transmission of any personal
information'® to a person outside of the secure system
of the business (other than a facsimile) unless the infor-
mation is encrypted.

The Massachusetts Regulations take the encryption
requirement significantly farther, however. They re-
quire any entity that stores or transmits electronic
records containing personal information to encrypt that
information in specific situations.'® Specifically:

13 Ariz. Rev. Stat. § 44-1373, Cal. Civ. Code § 1798.85 and
Conn. Gen. Stat. § 42-470.

14 Md. Commercial Law Code Ann. § 14-3402(4).

15 Personal information was defined as: ““a natural person’s
first name or first initial and last name in combination with
any one or more of the following data elements, when the
name and data elements are not encrypted: (a) social security
number; (b) driver’s license number or identification card
number; and (c) account number, credit card number or debit
card number, in combination with any required security code,
access code or password that would permit access to the per-
son’s financial account.”

16201 CMR 17.04(3) and (5).

m Stored personal information must be encrypted if it
is stored on ‘“laptops or other portable devices.”
While “portable device” is not defined, it is pre-
sumably includes portable communication devices
such as Blackberries and cell phones, as well as
portable storage devices such as iPods and USB
flash drives.

® Personal information being transmitted must also
be encrypted, “to the extent technically feasible” if
it “will travel across public networks,” or if it will
“be transmitted wirelessly.” Public networks
clearly include the Internet and wireless transmis-
sion presumably includes communication even
within a corporate network.

Such an absolute requirement for encryption of
stored personal data, particularly on laptops and por-
table devices, represents a departure from existing
law.'” Legislative history of the Massachusetts Regula-
tions at least, suggest that lawmakers are focused on
these devices as a primary source of data breaches and
are intent on providing regulatory incentives to prevent
them in the future. However, whether mandating en-
cryption or other technologically and procedurally spe-
cific requirements becomes a trend remains to be seen.

The definition of encryption, however, presents a
unique challenge with all of these statutes. In many
cases, issues such as what qualifies as encryption, and
how strong it must be, are left unclear.

The Massachusetts regulations define “encryption”
generally as “the transformation of data through the
use of an algorithmic process, or an alternative method
at least as secure, into a form in which meaning cannot
be assigned without the use of a confidential process or
key.” By providing “an alternate method” to the stan-
dard algorithm approach to encryption, the regulations
seem to provide for some flexibility in approach so long
as the alternative method is “at least as secure” and the
data is transformed “into a form in which meaning can-
not be assigned without the use of a confidential pro-
cess or key.” However, what qualifies as an alternate
method is unclear. The “at least as secure” require-
ment, for example, seems confusing and inconsistent,
especially given the fact that Massachusetts specifies
128 bit encryption in its breach law and that the
strength of differing encryption methods varies widely.

The definitions of encryption in other statutes are
similarly ambiguous. The Nevada statute, for example,
defines encryption as ‘“the use of any protective or dis-
ruptive measure, including, without limitation, cryptog-
raphy, enciphering, and coding or computer contami-
nant, to: (1) prevent, impede, delay or disrupt access to
any data, information, image, program, signal or sound;
(2) cause or make any data, information, image, pro-
gram, signal or sound unintelligible or unusable; or (3)
prevent, impede, delay or disrupt the normal operation
or use of any component, device, equipment, system, or
network.” Because of the broad nature of this defini-
tion, and the fact that it does not absolutely require an
algorithmic approach to encryption as found in cryptog-
raphy, some have argued that other less-secure
schemes to deter readability of data, such as file pass-
words, might also qualify. Whether such non-
cryptographic approaches will qualify as encryption is
one of the many enforcement quandaries that Nevada

17 See, e.g., Guin v. Brazos Higher Educ. Serv., 2006 U.S.
Dist. Lexis 4846 (D. Minn. Feb. 7, 2006) (5 PVLR 233, 2/20/06),

10-20-08

COPYRIGHT © 2008 BY THE BUREAU OF NATIONAL AFFAIRS, INC.  PVLR

ISSN 1538-3423



faces in policing technology and other issues that are
not clearly defined under its law.

Conclusion

Overall, the legal trend is clearly to expand corporate
obligations to secure sensitive consumer data. As with
the security breach notification laws that began in Cali-
fornia, the nationwide scope of many businesses, and
the borderless nature of modern electronic commerce
may well make the Massachusetts Regulations de facto
law of the land for many companies. If a company is not
currently subject to a legal obligation to develop and
implement a comprehensive written information secu-
rity program, it likely will be soon.

For some companies, the internal changes required
by the Regulations may be expensive and require sig-
nificant organization resources. For example, comply-
ing with aspects of the employee training and monitor-
ing aspects of the law could impose new burdens on the
HR employee training function and internal audit, com-
pliance and regulatory teams. As such, any initial com-
pliance assessment should be operated with buy-in and
support from top management to ensure that adequate
human and capital resources will be available to ad-
equately assess existing practices and respond to any
deficiencies in light of the new Regulations.
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